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Solution Brief:  
Protecting Critical Infrastructure and Industrial Control Systems

INTRODUCTION
Cyber-attacks on critical infrastructures are a reality. Power generation facilities, 
traffic control systems, water treatment systems and factories have become targets 
of attackers and have been hit recently with an array of network breach, data theft and 
denial of service activity. Industrial Control Systems (ICS) from leading vendors are 
vulnerable and exploits are now freely available on the Internet. The vulnerabilities  
vary from basic issues like systems without passwords or with hard-coded passwords 
to configuration issues and software bugs. Once an attacker is able to run software  
on a host that has access to a controller, then the likelihood of a successful attack is 
very high.

In addition to external attackers, critical infrastructures are subject to a wide range 
of insider threats. These include not only disgruntled employees, contractors and 
vendors with privileged access to field devices, but also unintentional network or 
system misconfiguration, configuration changes, and operator errors which could 
divert or disrupt processes. Service uptime, data integrity, compliance and even 
public safety require that organizations implement steps to deal with these security 
concerns. It is time to take action.

Surveys done in organizations with SCADA (supervisory control and data acquisition) 
networks show there are many connections between the Information Technology (IT) 
and Operational Technology (OT) environments. Examples are backups, monitoring, 
reporting and billing systems, remote access for maintenance, Geographic Information 
Systems (GIS) and energy market systems. In addition, both internal and external 
personnel may have access to SCADA systems for monitoring and maintenance.

In the last 20 years, the IT world has gained significant experience in protecting 
computer networks. Reusing some of the this know-how and technology can  
save significant time and money, but it can only be done when understanding the 
difference between OT and IT environments and while using specialized security 
practices and technologies as part of the solution.

HIGHLIGHTS
Q Inspect and enforce segmentation and 

attack prevention for both Information 
Technology (IT) and Operational 
Technology (OT) environments

Q Centrally manage all products and 
enforcement points in a network

Q Reveal unexpected communications 
and changes in your network 

Q Gain situational visibility and access 
to network and SCADA traffic, 
security controls and attack forensics 

Q Deliver proven security with reduced 
cost and complexity for use in 
industrial environments and with 
SCADA (supervisory control and  
data acquisition) equipment 

Q Ruggedized appliances that deliver 
all security functions, operate within 
wide temperature and humidity 
ranges, have no moving parts, DC 
power, DIN Rail mounts and conform 
to industrial specifications

Q Supports the most commonly used 
ICS protocols, and can be easily 
extended to new ones

ADVANCED THREAT 
PREVENTION
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SECURITY STRATEGY
An effective security strategy must detect abnormal behavior 
and prevent attacks while providing the organization with 
meaningful forensics to investigate breaches when they  
occur. We recommend a 4-layer approach:
1. LOG ALL SCADA ACTIVITY in an independent out-of-band 

manner that is not related to the ability of the SCADA devices 
to send logs and does not compromise network security. 
Forensics is a key for identifying any type of attack.

2. BASELINE NORMAL BEHAVIOR Then define what is 
Allowed, Not Allowed and what is considered Suspicious.

3. IDENTIFY DEVIATIONS from the baseline automatically.
4. ALERT and/or PREVENT undesired network operations 

based on Policy.

Check Point and SecurityMatters solutions complement each 
other and together provide an effective security strategy based 
upon these four key layers.

CHECK POINT SOFTWARE DEFINED PROTECTION
Check Point Software Defined Protection (SDP) architecture 
provides Management, Control and Enforcement layers 
that integrates with the business process, delivers real-time 
protection, inspects and enforces segmentation and attack 
prevention for both Information Technology (IT) and Operational 
Technology (OT) environments. 

IT ENVIRONMENT PROTECTION
Past cases show that the IT environment, which is usually 
connected to the Internet, can be a channel into the OT 
environment. As such, it is critical to employ mechanisms  
for ensuring authorized access as well as Threat Prevention.  
Check Point gateways feature the necessary controls to 
accomplish this task:

Firewall
User and Machine Identity Awareness
Application Control
Intrusion Prevention
Antivirus and Anti-Bot
Threat Emulation
Threat Intelligence

OPERATIONAL ENVIRONMENT PROTECTION
Protection for OT environments includes controls for both 
network (HTTP, telnet, SSH, etc.) and SCADA protocols.  
These controls include:

Firewall
User and Machine Identity Awareness
Application Control
Deviations from baseline/allowed normal activity
Logging of All SCADA activity
Intrusion Prevention
Controls for excessive amount of communication to  
SCADA devices
Endpoint Security controls

Check Point products support various SCADA protocols  
with granularity of over 400 different commands. These 
protocols include: 

BACNet
DNP3
IEC 60870-5-104
IEC 60870-6 (ICCP)
Modbus
MMS
OPC
Profinet

Additional protocols are added monthly and per customer 
requests—see appwiki.checkpoint.com.

Within these protocols it is possible to define granular  
policies that allows or limits commands and identifies unusual 
and unwanted behaviors that differ from a defined baseline  
(e.g. access to devices that were never accessed before, new 
commands or patterns that were not seen before, unreasonable 
rates of commands, etc.)

Check Point NSS Recommended Intrusion Prevention provides 
protection for hundreds of vulnerabilities of SCADA devices 
from leading vendors as well as protections for underlying 
operating systems, network services and applications. 

Figure 1: Application Control Policy for IEC-104 traffic with granular SCADA commands

http://appwiki.checkpoint.com/appwikisdb/public.htm
/campaigns/nss-fw-ngfw-ips-tests/index.html
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Figure 2: Intrusion Prevention protections for SCADA devices from leading vendors

Check Point Endpoint Security can be deployed on 
workstations or laptops, which are used to monitor and  
setup SCADA systems. Endpoint Security provides:

Firewall protection for the host
Application Control (White Listing for allowed Applications)
Antivirus
USB Port Control
Media Encryption

Figure 3: Application Control Policy ensures that only legitimate and approved 
programs are allowed to run and perform tasks on endpoints

Check Point award winning central Security Management 
manages all of the products and enforcement points in a 
network, providing a holistic view of an organization’s network 
and endpoint security posture. Check Point SmartLog  
and SmartEvent provide situational visibility and access 
to network and SCADA traffic, security controls and attack 
forensics. This includes:

History of all Network and SCADA activity in the network
History of all reconnaissance attempts
History of attempts to send excessive amount of commands
Complete forensics down to packet captures 

With these products customers can:
Easily understand security status and trends with a clear 
timeline overview
Create rich, personalized reports for security professionals, 
network engineers, and executives
Correlate multiple logs to identify suspicious activities from 
the clutter
Analyze billions of logs per day and do historical searches  
in seconds
Facilitate forensic investigation and regulatory compliance 
with easy access to terabytes of historical logs

Figure 4: SCADA Event displayed in human readable format

Security Enforcement is done using a line of gateways in 
different sizes, speeds and port density:

Small and High-End Gateways designed for environmentally 
controlled locations such as data centers and offices
Ruggedized Security Appliances that are rack and DIN Rail 
mountable, support wide temperature and humidity ranges, 
have no moving parts (fan-less, SSD), have AC and DC power 
options and are compliant with strict standards such as IEC 
61850-3 and IEEE 1613.
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SECURITYMATTERS
SecurityMatters SilentDefense ICS is a network monitoring 
and intelligence platform designed specifically for use within 
OT networks, which delivers full knowledge and control over 
industrial processes and network operations. SilentDefense  
ICS constantly monitors network communications to ensure  
that Industrial Control Systems and applications always 
operate as intended; and it does so in a totally “passive” 
manner, without impacting whatsoever the availability and/or 
performance of networks and devices.

The product features the patent-pending Deep Protocol Behavior 
Inspection (DPBI) technology. DPBI exploits knowledge of the 
underlying application protocol to perform in-depth analysis 
of network communications, down to the values exchanged 
by network devices, using a completely new non-signature 
based approach. SilentDefense ICS combines DPBI with a 
self-configuring detection engine to observe network traffic and 
automatically generate a network Behavioral Blueprint, a view 
of the communication patterns and messages exchanged in 
the network that reaches unprecedented levels of detail. The 
Behavioral Blueprint immediately identifies and reacts to any 
undesired network activity, from 0-day and targeted attacks to 
human errors and even network misconfigurations. Whenever 
SilentDefense ICS observes a communication that diverges  
from the Behavioral Blueprint, and thus from the intended 
process, it reports it to the operator, pinpointing the exact  
source of the problem. 

Figure 5: SilentDefense ICS logs within Check Point SmartEvent

SilentDefense ICS operates in two phases. First, its DPBI-powered 
engine analyzes network communications and generates the 
network Behavioral Blueprint™. The Behavioral Blueprint defines 
communication patterns, protocols, message types, message 
fields, and field values which are normal for the monitored process. 
Second, the Behavioral Blueprint can be easily reviewed, tuned, 
and integrated with process-specific checks (e.g. time-based 
events) to guarantee tight and customized protection. 

The characteristics of SilentDefense ICS make it an ideal  
tool for two major cyber security applications, namely:

Network assessment 
Continuous monitoring

Network assessment: The self-configuring, DPBI-based 
engine of SilentDefense ICS enables unprecedented awareness 
of network operations. The network Behavioral Blueprint is 
generated automatically, and it immediately reveals network 
and system misconfiguration (e.g. rogue devices), unintended 
communications, and unusual field values. Moreover, it enables 
the identification of potential vulnerabilities and the verification 
and validation of the network design and system configuration 
with respect to the specifications. The result is fast and 
accurate assessment of the industrial network.

Continuous monitoring: When used for continuous monitoring, 
SilentDefense ICS guarantees that processes do not deviate 
from their intended operation. The tight control of network 
communications of SilentDefense ICS performs accurate access 
monitoring and validation, and advanced detection of threats, 
which include:

Unauthorized connections (e.g. rogue devices)
Unusual commands (e.g. changes to PLC code)
Unusual values (e.g. non-compliant or potentially harmful)
Exploitation of vulnerabilities (e.g. by 0-day, targeted attacks) 

Figure 6: SilentDefense ICS identifies commands with values out of range
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In short, it detects and reports any undesired network activity. 
And it does so for most industrial protocols used by the different 
industries. Additional protocols are added regularly and per 
client request.

In summary, the innovative technology of SilentDefense ICS brings 
the following advantages to critical infrastructure operators:

Full situational awareness of network and processes
Continuous control of network operations and advanced 
detection of threats
Broadest and most in-depth analysis of industrial protocols
Flexibility: the Behavioral Blueprint can be fully tuned  
and integrated with custom checks
Compatibility and interoperability with other cyber  
security solutions
Reduced setup and configuration effort, thanks to the  
self-configuring, non-signature based technology
Zero impact on the availability and performance of the network 
and its devices, as the system is deployed out-of-band 

JOINT SOLUTION
Based on technologies from Check Point and SecurityMatters, 
organizations can now deploy an integrated solution that provides 
state-of-the-art Firewalling, Application Control, Threat Prevention, 

Deep Analysis of SCADA Traffic for anomalies and Endpoint 
Security in a single framework with Full Situational Visibility and 
ability to look at historical events for trend and attack analysis.

Figure 7 shows how Check Point and SecurityMatters 
SilentDefense ICS products can be deployed within a typical 
Utility or Industrial environment.

Within the Corporate Network that spans the Management 
Facility and the Field Facility organizations can deploy standard 
Security Gateways (1).

In the isolated SCADA Network organizations can deploy 
central gateways (2 and A) that inspect and control all SCADA 
traffic going to and coming from the Field Facility.

Within the Field Facility deploy gateways (3 and B) to inspect 
and control local traffic including commands generated from 
local workstations. These workstations can also be controlled 
and protected by an Endpoint Security Agent (4).

Network activity and security logs from all components are 
sent to the Check Point Management Sever (5) and provide the 
administrator with a holistic view of the entire OT environment.

Figure 7: Product Deployment Architecture—Check Point and SecurityMatters
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SUMMARY
The experience, expertise and technology used to secure IT 
environments need to be adapted to protect Critical Infrastructures 
and Industrial Control Systems that comprise the OT environments 
present in power generation facilities, traffic control systems, 
water treatment systems and factories. Check Point and 
SecurityMatters provides specialized technologies designed for 
the Operational Environment. The technology detects abnormal 
behavior and prevents attacks, while providing organizations with 
meaningful forensics to investigate breaches when they occur. 
All SCADA activity is logged and a baseline of normal behavior is 
created, making it possible to automatically identify deviations 
or undesired network activity, from 0-day and targeted attacks 
to human errors and even network misconfigurations. Check 
Point Security Management is alerted of the suspicious behavior, 
making real-time attack prevention possible with Check Point 
security enforcement technologies on endpoints and Ruggedized 
Security Appliances. This limits the attack and ensures that normal 
business processes can continue unabated.

ABOUT CHECK POINT
Check Point Software Technologies Ltd., the worldwide 
leader in securing the Internet, provides customers with 
uncompromised protection against all types of threats.  
Check Point first pioneered the industry with FireWall-1 and  
its patented stateful inspection technology. Today, Check  
Point continues to develop new innovations based on the 
Software Blade Architecture. The Software Blade Architecture 
provides flexible, simple, and easy to deploy security modules 
that enable customers to select the security they need to  
build a custom Check Point security solution. More information 
is available at www.checkpoint.com. 

ABOUT SECURITYMATTERS
SecurityMatters develops cutting-edge network monitoring, 
intelligence and protection technology to make its customers 
more secure and in control. SecurityMatters has developed a 
completely new approach to secure computer networks, called 
self-configuring deep protocol network whitelisting, which is 
the result of more than 20 years of research and experience in 
the field of network intrusion detection. SecurityMatters does 
business with a number of control industries (oil & gas, power 
generation, energy distribution, etc.) and financial institutions. 
Its flagship product—SilentDefense—has been used in 
production since 2011. For more information, please visit  
www.secmatters.com.

http://www.checkpoint.com
http://www.secmatters.com/

